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Abstract

This article presents the development of SIDASIBELO (Landslide Information and Mitigation System), an Android-based
application for real-time landslide monitoring and early warning. This system integrates data from several sensors that measure
soil moisture, rainfall, slope angle, and ground vibrations at the monitored locations. The Firebase Real-time Database stores and
transmits sensor data, while Firebase Cloud Messaging and OneSignal enable push notifications to alert users about potential
landslide risks. There are four output status levels: SAFE, ALERT, CAUTION, and WARNING, which are determined on the
basis of a comprehensive analysis of the monitored parameters. Mitigation strategies include monitoring of parameters in real
time, early warnings, evacuation guidance, and user education on landslide preparedness. Testing on several Android devices
demonstrated high compatibility, with an average successful server connection rate of 92.86%. The latency tests indicated an
average response time of 894 ms from the input device to the database, 1.29 ms from the database to the Android device, and
2725 ms for push notifications. The total daily bandwidth usage of the system for real-time data transmission is 27,648 MB,
indicating high efficiency without overburdening the server's performance. While the app operates efficiently under ideal
conditions, unstable network connections can lead to data retrieval failures or, in the worst cases, to app malfunctions. This
remains a key challenge for our system. This system aims to increase awareness of landslide risks and allow rapid evacuation,
which could potentially reduce the negative impacts of landslides in vulnerable areas.
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I. INTRODUCTION
Landslides are a frequent disaster in Asia,

particularly in Indonesia [1]. Numerous efforts have
been made by local governments, private sectors and
humanitarian organizations to mitigate the adverse
effects of landslides. In West Java, landslides are among
the most common natural disasters. Data from the
official Jabar Open Data website indicate that 609
landslide incidents were recorded in 2019. This high

incidence is largely due to suboptimal systems,
particularly the reactive rather than preventive approach
to disaster management [2], [3].

Advancements in smartphone technology, offering
real-time connectivity, are leveraged in this project to
mitigate landslides [4], [5]. Consequently, an innovative
Android application, SIDASIBELO (Sistem Informasi
dan Mitigasi Bencana Longsor), which translates to the
Information and Landslide Disaster Mitigation System,
is being developed.

This study offers a solution to transform the
previously reactive system into a preventive one, which
holds significant benefits for the surrounding
community. Previous studies have explored different
approaches and systems for landslide mitigation.
Examples include using XAMPP as an application
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server, issuing alerts via SMS at three danger levels
through GSM, deploying SQL databases on Java-based
web application servers, and using microservices to
deliver outputs across Android, web browsers, and iOS
applications [6]–[9].

Our system will provide real-time monitoring
services through sensors that measure humidity, ground
vibration, ground slope, and rainfall sent from the
monitoring location through LoRa (long-range) radio
transmission up to 15 km so that it can cover areas with
minimal cellular signal. LoRa data is sent to the server
to provide warnings to the surrounding community
through the Landslide Early Warning System (LEWS)
[10]. The most crucial feature of our app is push
notifications, which will be particularly beneficial to
users, providing them with early warnings to prepare for
potential landslides. These notifications will be sent as
broadcasts, including situations where the app is not
open or used [11] - [13].

The platforms used as servers for this project
include Firebase Cloud Messaging, Firebase Real-Time
Database, and OneSignal. Firebase Real-time Database,
developed by Google, is an online platform that offers
free data storage in JSON format, with rapid response
times [14]. Similarly, Firebase Cloud Messaging, also a
Google product, focuses on sending real-time push
notifications to Android applications on users' devices at
no cost [15], [16]. Additionally, OneSignal is integrated
as the primary intermediary for push notifications, to
support Firebase Cloud Messaging, due to its easy
integration with Android applications [17]. This system
is expected to set a new standard in disaster mitigation,
specifically designed for landslide-prone areas, to
effectively minimize negative impacts and losses. By
shifting from reactive to preventive methodology, the
system empowers communities to prepare and respond
more effectively to potential hazards from landslides.

II. METHODS

In general, to ensure that this system runs
effectively, at least three main components are required:
the data input section, the server or database, and the
Android application as the output.

A. Data Input
The system is the transmitter of all the parameters

of the landslide disaster, which will be displayed in the
SIDASIBELO application. The flow of these input data
is illustrated in Figure 1. Data transmission is managed
through two distinct protocols: a real-time data protocol
and a trigger protocol that initiates push notifications
upon detection of an emergency. The system uses
Python scripts to process and transmit data in JSON
format.

1) Real-time data protocol
In this protocol, the transmitted data includes soil

moisture sensor readings, rainfall amounts, land slope
angles, and vibration magnitudes. Additional parameters
consist of the monitoring location's name, details of the
surrounding environment, coordinates (latitude and
longitude), evacuation points, and disaster levels. These
data are transmitted every 5 seconds to ensure that users

receive up-to-date information via the PUT Request
protocol in Python to the Firebase real-time database.
The system is optimized for rapid data transmission,
requiring a low-latency Internet connection to ensure
real-time processing. To minimize bandwidth usage, the
data size is kept as small as possible.

2) Protocol Trigger Push Notification
In this system design, there are four output status

levels: SAFE, ALERT, CAUTION, and WARNING.
This protocol is activated only when sensor parameters
reach critical thresholds. Upon determining this status,
the system triggers a signal to the Firebase Cloud
Messaging server, facilitated by the OneSignal platform,
to obtain the REST API (Representational State
Transfer Application Programming Interface) and APP
ID from the connected application server. This setup
ensures that users receive real-time notifications on their
devices without having to request data from the server
[18], [19]. This protocol is crucial for disaster mitigation
systems, particularly for landslides, as it allows users to
receive early warnings and prepare for evacuation
before a disaster strikes. This approach aims to reduce
the negative impact, minimize losses, and decrease the
number of casualties resulting from landslides.

B. Database
A high-performance server or database with

extremely fast response times is essential for managing
this system. We use Firebase Database and Firebase
Cloud Messaging because they not only offer rapid
response times, but are also easy to use and flexible
enough to integrate with various systems or application
designs [20]. With Firebase Database, we can focus on
system and application development without having to
manage complex server-side data structures [21].
Firebase Cloud Messaging acts as the conduit for
quickly delivering notifications to users.

The data transfer process is illustrated in Figure 2.
The OneSignal platform is also used to send triggers to
Firebase Cloud Messaging via the REST API, a
protocol to transmit and receive web-based data using
the HTTP protocol and application ID in a
straightforward manner. This setup simplifies the data
transmission pathway from the monitoring points to the
user's mobile application [22], [23]. All data sent and

Figure 1. Data input flow chart.
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received is packaged in JSON format, which conserves
bandwidth and facilitates the data extraction process.
The server or database operates in two primary
functions: temporarily storing all real-time parameters
and sending push notifications.

The system relies on Firebase Realtime Database,
Firebase Cloud Messaging, and OneSignal for data
management and notification delivery. Firebase
Realtime Database acts as the main database to store
and retrieve the overall data of sensor parameters from
each monitoring point; Firebase Cloud Messaging is in
charge of providing broadcast notification messages to
application users; and OneSignal is an intermediary
bridge between the main system (in this case the
monitoring gateway) and Firebase Cloud Messaging.

1) Real-time Data Storage
In this section, the server functions as a temporary

data repository, facilitating the connection between the
sender and receiver of the data. Data are transmitted via
the PUT request protocol in JSON format directly from
the data sending device. To retrieve the latest data for
display in the SIDASIBELO application, a simple GET
request can be made using the URL provided by
Firebase. Since the Firebase Real-Time Database server
is used, the read and write rules must be set to "true" to
ensure that the data sent are fully received and stored on
the server. The Firebase real-time database has a storage
limit of 1 GB, supports a maximum of 100 connections,
and has a daily bandwidth limit of 350 MB. These limits
are considered sufficient for the project's development
phase, and if additional resources are needed, a
subscription upgrade through Google is available.

2) Push Notification Section
As previously explained, the platforms used are

Firebase Cloud Messaging and OneSignal. These
platforms enable seamless notification delivery between
the server and users. Additionally, OneSignal offers
user management features, allowing the monitoring of
notification functionality and the identification of any
issues.

This section operates only upon receiving a trigger
command from the push notification protocol via the
REST API bridge provided by OneSignal. The data
received is in JSON format and includes the APP ID,

user segments, notification message, title, header image,
and buttons with their corresponding commands. After
validation, the command is sent to Firebase Cloud
Messaging to quickly dispatch push notifications to
each user segment and its associated APP ID. Although
these events are processed rapidly, delivery can be
influenced by factors such as signal quality and the
latency of each user's smartphone.

C. SIDASIBELO Application
This section is the core and the most emphasized

part of this article, where it contains the back-end and
front-end that interact directly with users or the research
target. All technical aspects of creating this application
were carried out through the Kodular platform, which is
a web-based service provider for Android applications,
due to its ease of use and attractive features. Similarly to
the previous sections, this application generally serves
two important functions: the real-time monitoring of
landslide parameters and the handling of received push
notifications.

1) Real-time Monitoring
In the development of this application, parameters

from three monitoring points will be displayed, each
point having data consisting of main parameters and
other parameters as previously explained in the real-
time data protocol section. All the necessary parameters
are obtained from the application's requests to the
Firebase Real-Time Database server using the GET
function, which is executed every 5 seconds and then
displayed on the application's GUI. Not only that, when
the application is first opened after installation, it will
register with OneSignal using the available APP ID so
that each user receives his own unique ID [24]. With
this user ID, users can receive push notifications from
the broadcast provided by the server when there is a
point that is experiencing an emergency situation.
Further explained in Figure 3.

2) Push Notification Handling
When push notifications are sent from the server,

several conditions may occur: the push notification does
not reach the user, the notification arrives but is ignored,

Figure 2. Flow diagram when the user launches the application.
and data query system.

Figure 3. Real-time data and push notification register scheme.
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and the notification arrives and receives a response from
the user. Users can respond to the notification by
accessing the detail view or the evacuation route via the
provided shortcut. This push notification handling
diagram is illustrated in Figure 4.

III. RESULT AND IMPLEMENTATION

A. SIDASIBELO Application
The SIDASIBELO application offers features that

are easily accessible to users. These features include the
display of disaster parameters from four sensors along
with the latest status, a GUI (Graphical User Interface)
in the form of a map showing the distribution of each
monitoring point, guidance routes to evacuation points,
explanations of each status or level, education on
landslide evacuation stages, and mitigation in the form
of danger warnings through push notifications. The
front-end display consisting of UI (User Interface) and
UX (User Experience), along with the back-end and
other features, are explained in the following points.

1) Application Icon
An important consideration in creating an Android

application is, of course, the selection of the icon, as this
greatly impacts the users. An attractive icon is highly
prioritized, which makes users eager to try installing it.
The icon we designed is a combination of several
components as follows:

a) Mountain: It is described as a large dark green
triangular shape. The mountain represents a
mountainous area that is prone to landslides
due to its slope and soil conditions.

b) Raindrops: Graphs are shown as vertical lines
in orange, black, and white. Heavy rain is a key
trigger for landslides, as it can cause erosion
and soil saturation.

c) Slope: Depicted as an orange-slanted area.
Steep slopes increase the risk of landslides due
to gravity and soil instability.

d) Damaged houses: This is indicated by several
small houses leaning on the orange slope,

illustrating the impact of landslides on
settlements and infrastructure.

e) Black cloud: The shape appears as a gray shape
at the top of the image. Dark clouds indicate
bad weather that can trigger rainfall.

2) Monitoring Tab
The first part that appears when the application is

opened is the loading screen, which ensures that the
connection to the server is running efficiently. After that,
the application will display the next view, shown in the
left part of Figure 5, which is the monitoring tab. This
tab includes the condition level of each point, the four
disaster parameters, and a small map showing the
monitoring location.

3) Evacuation Route Page
In the section that directs users to the gathering or

evacuation point, the application will analyze the best
route from the user's location to the predetermined
evacuation point. The page switches directly through
Google Maps, as shown in the right part of Figure 5.
This feature aims to provide accurate guidance, ensuring
that users are directed to personnel at the evacuation site
and can receive the necessary assistance.

4) Guidance Page
Another feature of the app is the counseling section,

where users, who are members of the general public,
can learn what actions to take when symptoms or
critical events of landslides occur. This counseling tab
explains the steps to follow in case of a dangerous
situation. Information is presented in the form of
concise bullet points for easy reading, as shown in the
left part of Figure 6. Additionally, there is an
explanation of each parameter and disaster level,
ensuring that users understand the meaning of these
elements.

5) Push Notification
To fulfill the application design in the form of this

mitigation point, we use push notifications as an early
warning for landslide emergencies before any
undesirable events occur. Users can prepare for any
possible situations that may occur and inform others in

Figure 4. Possible events during push notification. Figure 5. The Monitoring tab (left) and the evacuation route (right).
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their environment so that they receive the same
information. This push notification depends on the
network connection of the user's smartphone connected
to the OneSignal and Firebase Cloud Messaging servers.
Notifications are sent to users' devices using registered
IDs [25].

This push notification displays five sections: the title
section, message, image, detail button, and gathering or
evacuation button. The detail button will open the map
along with the details of the readable parameters, while
the evacuation point button will create a route for the
user to a predetermined location on the full-screen map
display. These buttons are designed to facilitate user
navigation without the need to manually open the
application; the view can be seen in Figure 6 on the
right side.

B. Application Compatibility
Based on tests involving the installation of

application packages on three different types of Android
devices, everything ran successfully without any issues,
as shown in Table 1. This success is due to the devices
meeting the minimum SDK level requirement, which is
Android 5.0 (Lollipop), released in early November
2014. This minimum criterion is sufficient to cover
many Android devices currently available on the market
[26]. Application compatibility is crucial to ensure that
all users can use the application along with its features.

C. User Registration to OneSignal
The results of the experiment show that all users

can successfully connect to the OneSignal server using
the APP ID provided. This testing is necessary to ensure
that all users can receive push notifications, as
notifications will only reach registered users. The
registration process can be tracked through the
OneSignal management dashboard, which records

details such as the smartphone model, subscription ID,
OneSignal ID, access session, and other user
information.

D. Connection Test to Firebase Real-Time
Database
Differences in connection types, device

specifications, and other factors can cause connection
errors. The undesirable consequence of such errors is
that users may not receive the latest data, or in the
worst-case scenario, the application could not function.
Table 2 displays the test data for three smartphones that
handle 100 connections to the Firebase real-time
database every 5 seconds continuously.

E. Latency Test
In this latency test, the process is divided into

several parts: the latency from the input device to the
Firebase Real-time Database, the latency of data
retrieval from the Firebase Real-Time Database to the
Android device, and the latency from the input device to
the Android push notification. The test results are
displayed in Table 3, with each part performed over 100
repetitions.

F. Bandwidth Calculation
Based on measurements using a Python script, the

average size of the generated JSON file for real-time
data is 1.6 kB. With this size, the estimated daily data
bandwidth usage to send real-time data can be
calculated using formulas (1)-(3). Meanwhile, for a
single push notification data transmission, the size of
the data sent is 555 B. This relatively small data
bandwidth usage is very suitable for real-time
transmission and does not burden server performance,
allowing efficient implementation without disrupting
system performance.

����� �� = ���� × 24 ℎ
5 �

(1)

����� �� = 1,6 × 86400 �
5 �

(2)
����� �� = 27648 �� = 27,648 �� (3)

G. System Comparison
This study shows significant advantages over

previous studies, especially in terms of latency and

TABLE 1
APP COMPATIBILITY

Phone Series Android
Version

Compatibility
Executable
Function

Responsive
UI

Google Pixel 3A 12  

Samsung Galaxy M22 13  

Xiaomi Redmi 9C 10  

TABLE 2
SERVER CONNECTION TEST

Phone Series Execution PercentageSuccess Fail
Google Pixel 3A 86 14 86%
Samsung Galaxy M22 98 2 98%

Xiaomi Redmi 9C 96 4 96%

Total 280 20 92.86%

TABLE 3
LATENCY TEST

Test Type Latency (ms)
From To Min Max Avg

Input Device Firebase Real-
time Database

808 1279 894

Firebase Real-
Time Database

Android device 1 2 1.29

Input device
(Trigger Push
Notification)

Android Device
(Push
Notification)

2325 4646 2725

Figure 6. Guidance page (left) and notification GUI (right).
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bandwidth consumption. For example, the results of this
study are better than Kabakus [27] , who recorded a
latency of 3.8 ms; Venica et al. [28] , with a latency of
1.5 s; and Sofwan et al. [29] , with a latency of 2 s. In
terms of bandwidth consumption, the system developed
in this study shows high efficiency with an average data
requirement of only 1.6 kB for each transmission. This
value is lower compared to a similar test conducted by
Younis et al. [30], where they stored data from four
sensor parameters on 15 smartphones in 10 repetitions,
resulting in total data of 640.43 kB or an average of
4.27 kB per transmission. In addition, compared to
similar studies that also focus on landslide mitigation,
such as those conducted by Kapoor et al. [6] , Sejera et
al. [7] , Silva [8] , and Bai et al. [9] , the results of this
study provide a clear comparison, as summarized in
Table 4.

H. Analysis and Discussion

1) Firebase
On the Firebase Real-time Database dashboard, the

administrator can view the data stored in real time, as
shown in Figure 7. The number of connections, storage
usage, server bandwidth, server load, and the number of
requests and transmissions are also reported in other
dashboard sections.

2) OneSignal
OneSignal records the history of all ongoing, sent,

and failed notifications and allows manual notifications
to be sent through the provided dashboard. In the
OneSignal dashboard, administrators can view user
interaction activities, such as the CTR (Click Through
Rate) metric, as shown in Figure 8. In addition, user
data registered on the server, including session time, ID,
device model, Android version, and time zone, is
reported on the dashboard.

The development and testing of the SIDASIBELO
application reveal the implementation of a real-time
landslide early warning system on a mobile platform.
High compatibility across various Android devices (an
average success rate of 92.86%) indicates that this
application can reach a wide user base, which is crucial
for the effective dissemination of landslide alerts. Your
latency shows relatively fast data transmission from the
sensor to the Firebase Real-Time Database (an average
of 894 ms), quick data retrieval by Android devices (an
average of 1.29 ms) and 2725 ms for push notifications.
This low latency is crucial to providing users with up-
to-date information about landslide risks.

The integration of various data sources (soil
moisture, rainfall, slope angle, and ground vibrations)
provides a comprehensive approach to landslide risk
assessment. The four-tier monitoring system improves
alert precision by classifying risks based on sensor
readings. The addition of educational content and
evacuation guidelines to the application addresses a
crucial aspect of user preparation.

The use of the Firebase and OneSignal platforms,
with low bandwidth usage (around 27,648 MB per day),
facilitates scalable and real-time data management.
However, one of the limitations of the current system is
its reliance on cellular network connectivity for data
transmission and push notifications. In landslide-prone
areas with poor network coverage, this can limit the
effectiveness of the system. Based on the test results,
the technology-based system developed in this research
shows optimal performance in supporting the mitigation
of landslides. The system is expected to be an effective
solution in tackling various problems related to
landslides, especially by providing early warning and
real-time information that can help the community take
preventive measures before a disaster occurs. Therefore,
the mitigation approach proposed in this research not
only relies on spontaneous response after a disaster, but
also encourages planned preventive efforts to reduce the
negative impact and risk of casualties due to landslides.

IV. CONCLUSIONS

The Android application SIDASIBELO represents
a significant step forward in leveraging mobile
technology for landslide risk mitigation. By providing
real-time monitoring, early warnings, and educational
content, this system has the potential to enhance
community awareness and preparedness for landslide
hazards. The high compatibility across various devices
and the low latency in data transmission indicate the
feasibility of using smartphone applications to reduce

TABLE 4
SYSTEM COMPARISON

Reference Reference System Our System

Kapoor et al. [6] Local XAMPP
Server

Global Firebase
Server

Sejera et al. [7] SMS/GSM Alerts FCM Alerts

Silva [8] Web-App-based Android App-
Based

Bai et al. [9] Microservices Simple Database

Kabakus [27] 3.8 ms latency 2725 ms Latency

Venica et al. [28] 1.5 s latency 2725 ms Latency

Sofwan et al. [29] 2 s latency 2725 ms latency

Younis et al. [30] 4.27 kB bandwidth 1.6 kB Bandwidth

Figure 7. Firebase real-time database dashboard view.

Figure 8. CTR on OneSignal dashboard.
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disaster risk. Challenges remain in maintaining
consistent performance across devices and network
conditions. High latency or poor connectivity can hinder
data transmission and, in some cases, lead to application
malfunctions. Another limitation is the installation
process on Android devices with lower specifications;
the app may lag because the application is too heavy to
load the map display.

Future work should focus on optimizing the
delivery of push notifications, expanding data transfer
capabilities, validating the accuracy of the system's
predictions against real-world landslide events, and
improving the reliability of the application to prevent
errors, especially on low-specification devices. As
climate change potentially increases the frequency and
severity of landslides in many areas, systems such as
SIDASIBELO will play an increasingly important role
in protecting vulnerable communities. The continuous
development and implementation of mobile-based early
warning systems such as this, combined with education
and community involvement, offer a promising way to
reduce casualties and economic losses due to landslides.
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